
DATA PROTECTION LAW IS CHANGING

On 25 May 2018 the General Data 
Protection Regulation 
comes into force (the GDPR)

The new regulation is about protecting 
people, and their information, in the modern internet age

It gives more control to individuals

It imposes more responsibilities on organisations which collect and hold 
your personal information (personal data)



SCHOOLS AND THE GDPR

Schools already have strict data protection policies

Data is kept secure and used appropriately

Much will stay the same but with GDPR it will mean even 
better security and greater transparency

In many areas consent is not needed because schools are 
already subject to duties such as to keep children safe

Where consent is needed parents will be asked for it in a 
clear manner and allowed to withdraw consent if they 
wish



WHAT TYPES OF DATA DO SCHOOLS HOLD?

Pupils’ Education data

Pupils’ medical data

Parent data

Staff employment data

Staff health data

Safeguarding data

Special needs

School meals data

Images including CCTV



WHO ELSE ‘PROCESSES’ CHILDREN’S INFORMATION 

AND NEEDS TO COMPLY WITH THE GDPR?

Doctors, other health and social careprofessionals

Sports Groups (Rugby, Football Etc)

Social Media Providers

You – Parents

… Anyone who stores information about children on a database or 
who shares information about children



WHAT ARE YOUR RIGHTS UNDER THE GDPR?

Right to be informed – to know what, how, where and for how long 
your data is used

Right of access – to be able to see and know what data is being 
held

Right to rectification – to fix any errors in the data

Right to erasure – to choose to have the data deleted

Right to restrict processing – to stop data being used for certain 
purposes

Right to data portability – to move the data elsewhere

Right to object – to complain about how your data is used

Rights related to automated decision making and profiling



USE OF PERSONAL DATA MUST BE LAWFUL

Anyone who wants to store/share a child’s information must show:

(a)  they have consent; or 

(b)  processing is necessary for the performance of a contract; or

(c)  processing is necessary for compliance with a legal obligation; or

(d)  processing is necessary in order to protect the vital interests of the data 
subject or person; or

(e)  processing is necessary for the performance of a task carried out in the 
public interest or in the exercise of official authority; or

(f)  processing is necessary for the purposes of legitimate interests pursued 
by the controller except where such interests are overridden by the interests 
or rights and freedoms of the child. 



CONSENT – KEY CHANGES

Any request for consent must be intelligible, and easily accessible, 
using clear and plain language. 

The giver of consent has the right to withdraw his or her consent at 
any time. It should be as easy to withdraw as to give consent. 

Consent should be explicit

When assessing whether consent is freely given, account must be 
taken of whether the performance of a contract, including the 
provision of a service, is conditional on consent to processing personal 
data that is not necessary for the performance of that contract. 



CHILDREN AND CONSENT – GDPR CHANGES

Where information society services (Facebook, WhatsApp, Instagram, 
Snapchat etc) are provided directly to a child use of that child’s personal 
data is lawful where the child is at least 16 years old. 

Where the child is below the age of 16 years storage, sharing etc of 
data is lawful only if parentall consent is given. 

Member States may legislate for a lower age (UK plan to change it to 
13 when the Data Protection Bill comes into law).

NB offline children are able to exercise data protection rights – request 
information, challenge unlawful use - as soon as they have capacity ie
are mature enough to broadly understand the process involved



WHAT CAMBO SCHOOL HAS DONE



DATA PROTECTION OUTSIDE CAMBO
Parents might be asked to agree to allow their children’s fingerprint to 
be used for school meals.  Parents should be told who will have their 
children’s information and who it will be shared with and have the 
option to refuse to consent

Soft play areas, inflataspace, etc – Parents may be asked to sign a 
waiver in case of injury but also to sign consent to use of their 
children’s images by the venue – Parents should be able to refuse to 
consent to use of images 

Sports clubs and training – Parents may be asked to sign to confirm 
consent to the club/organisation using images for publicity etc –
Parents should be made aware of exactly who will be able to use their 
children’s images and to opt out of use 



THE GDPR AND CHILDREN’S PICTURES ON SOCIAL MEDIA

Parents posting their own children’s images 
on social media

Children have their own rights to privacy 
separate from their parents.

Parents technically still have to comply with 
the GDPR – but the law generally assumes 
that parents will act in the best interests of 
immature children

There are also risks to posting on social 
media – potential exposure to those who 
might groom children if details of school, 
age and location are revealed, manipulation 
of images for use on other sites, even 
innocuous photos may result in bullying and 
affect a child’s reputation

Other people posting your child’s image on social 
media 

The GDPR applies if the child is identifiable 

Anyone who shares a child’s image online must 
have a lawful reason for sharing

It will probably be consent.  

ie school sports day/play

Either don’t take a picture that has another 
parent’s child in it or before taking a photo 
consent should be obtained from the parent

The parent needs to know how the image will be 
used and have the option to refuse.  They can 
withdraw consent at any time and are legally 
entitled to ask for any photo put on social media 
to be taken down


